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EPVAC | NSTRUCTI ON 5520. 1C

Subj: PERSONNEL SECURI TY PROGRAM

Ref : (a) SECNAVI NST 5510. 30A

1. Purpose. To provide instructions for the adm nistration of
Enlisted Placenment Managenent Center’s Personnel Security

Program

2. Cancell ati on. EPMACI NST 5520. 1B

3. Background. Reference (a) establishes the basic policy of
t he Departnent of the Navy (DON). No person shall be appointed
or retained as a civilian enployee in the DON, accepted or
retained in the Navy; granted a personnel security clearance;
assigned to sensitive duties or granted access to classified

i nformation; unl ess appoi ntnent, acceptance, retention,

cl earance, or assignment is clearly consistent with the
interests of national security.

4. Policy

a. A determnation to grant a security clearance, allow
access to classified information or assign an individual to
sensitive duties will be based, as a mninum on a personnel
security investigation under the requirenments specified in
reference (a) for the various |levels or kinds of access,
position, or duty.

b. Personnel security clearances will be granted on a need
to know basis per reference (a) and docunented on OPNAV Form
5520/ 20. For ease of accountability, the Adm nistrative
Services Departnment will publish a security access |ist
containing names of mlitary and civilian personnel holding a
clearance. This list will be retained by all departnents to
ensure only authorized personnel have access to classified
information. It should be noted that all Command Duty O ficer
wat chst anders require a secret clearance; therefore, copies of
the access list will also be forwarded to the Senior Watch
O ficer, the Command Duty Not ebooks, and Naval Conputer and
Tel econmuni cations Station, New Ol eans.
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5. Continuous Evaluation of Eligibility

a. Information reflecting on an individual’s reliability
and trustworthiness froma security perspective will be reported
to the Command Security Manager. All command el enents,
particul arly human resource, security, legal, nmedical, and
supervi sory personnel must understand that information which
could place an individual’s loyalty, reliability, and
trustworthiness in question has to be evaluated froma security
perspective. Personnel nmust be alert to behavior indicating
unexpl ai ned affluence, financial instability, alcohol and drug
abuse, nmental or enotional instability, or crimnal conduct that
is potentially significant to an individual’s security status.
Supervi sors should act to identify problemareas at an early
stage and direct personnel to prograns designed to counsel and
assi st them when they are experiencing financial, nedical, or
enotional difficulties.

b. Co-workers have an equal obligation to advise their
supervi sor or appropriate security officials when they becone
aware of information with potentially serious security
significance regarding soneone with access to classified
information or enployed in a sensitive position.

c. \Wen derogatory or questionable information is acquired
about an individual who holds a security clearance or assignnent
to sensitive duties, the appropriate determ nation authority
must reevaluate the individual’s eligibility for access or
assignment. The Command Security Manager will nake a
recommendation to the Commanding Oficer (CO, via the Executive
Oficer, upon initial receipt of credible derogatory information
whet her to suspend access to classified information and/ or
continue assignnment to a sensitive position, pending final
deci sion by the appropriate determ nation authority. The CO
will determ ne whether, on the basis of all the facts avail able
upon receipt of the initial derogatory information, if it is in
the interest of national security to take interimaction to
suspend or limt an individual’s access to classified
information or reassign the individual to nonsensitive duties
until a final determnation is nade. The Departnent of the
Navy, Central Adjudication Facility will suspend access for
civilian enpl oyees, if not already acconplished by the command,
when a letter of intent to revoke a security clearance is
I ssued.
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d. Supervisors wll coment on eligibility of persons for
continued access to classified information and di scharge of
security responsibilities in conjunction with regularly
schedul ed performance appraisals of mlitary and civilian
per sonnel whose duties entail access to classified information.

e. A security clearance which was adm nistratively
wi t hdrawn or | owered may be reinstated to the previous |evel of
eligibility if access requirenments for official duties so
war r ant .

6. Responsibilities

a. Command Security Manager

(1) I's the principal advisor on security in the comand
and is responsible to the CO for the managenent of the program

(2) Ensures witten conmand personnel security
procedures are nai ntai ned.

(3) Ensures personnel security orientation, debriefing,
education, and training are acconplished.

(4) Ensures that individuals are not granted access to
classified material until the required docunentation,
commensurate with the | evel of access, has been conpl et ed.

(5) Perforns all other duties as listed in reference

(a).

(6) Ensures all reporting and detaching mlitary
per sonnel have docunentation in their service record of
appropriate level of investigation for assignnent. Assists the
i ndi vidual in preparation of necessary docunents to request an
i nvestigation.

(7) Signs OPNAV Form 5520/ 20 and OPNAV Form 5510/ 413,
Personnel Security Action Request, and ensures foll owup actions
are taken, if needed.

(8) Ensures original OPNAV Form 5520/20 is filed in the
i ndividual’s service record. Maintains a pending and conpl et ed
file of all OPNAV 5520/ 20 and OPNAV 5510/ 413 forms.
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(9) Ensures that all mlitary and civilian personnel who
are to handle classified information or to be assigned to
sensitive duties are appropriately cleared and that requests for
personnel security investigations are properly prepared,
subm tted, and maintai ned. Ensures Departnent of Defense
mlitary and civilian personnel conplete and sign an SF 312,
before being given initial access to classified nmaterial.

(10) Ensures that an individual’'s personnel security
i nvestigation, clearance, and access are recorded.

(11) Publishes a security access list quarterly or nore
frequently as circunstances dictate.

(12) Ensures Single Scope Background | nvestigations
(SSBI’s) are updated as needed or required.

b. Departnent Heads. Departnment Heads will reviewthe
security access |ist to determ ne changes and report the changes
to the Command Security Manager.

7. Forms. OPNAV Form 5520/20 (Rev. 10-79) Certificate of
Personnel Security Investigation, C earance and Access; SF 312
(Rev. 1-91), Cassified Information Non-discl osure Agreenent;
and OPNAV Form 5510/ 413 (Rev. 4-90), Personnel Security Action
Request, are stocked in the Adm nistrative Services Departnent.
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